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GDPR Derogations: Cyprus
by Alexandros Georgiades and Ioanna Sapidou, Chrysostomides, with Practical Law Data Privacy
& Cybersecurity

Country Q&A | Law stated as of 10-Feb-2022 | Cyprus

A Q&A providing jurisdiction-specific commentary on Cyprus' implementation of the GDPR, including key
derogations from the GDPR's requirements. For information on topics not addressed in this Q&A, see Practice note,
Cypriot Implementation of the GDPR.
 

 

Applicable Law

1. What laws implement the GDPR?

Cyprus enacted the Law Providing for the Protection of Natural Persons with Regard to the Processing of Personal
Data and for the Free Movement of Such Data of 2018 (Law No.125(1)/2018) (July 31, 2018) (Personal Data
Law), which aligns Cypriot data protection law with the EU General Data Protection Regulation (Regulation (EU)
2016/679) (GDPR). The Personal Data Law repeals the Processing of Personal Data (Protection of Individuals)
Law (Law 138 (I)/2001). Directives issued by the Office of the Commissioner for Personal Data Protection
(Commissioner) under the previous law remain valid until their expiration or replacement and are listed on the
Commissioner's website (in Greek).

For GDPR guidance from the Commissioner, see GDPR Data Protection Authority Guidance Tracker by Country
(EEA): Cyprus.
 

Scope

2. What is the territorial scope of the GDPR-implementing law?

The Cypriot Personal Data Law states that it applies according to GDPR Article 3, namely, to:
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• Controllers and processors that process personal data in the context of the activities of a Cypriot
establishment, regardless of whether the data processing takes place in Cyprus.

• Controllers and processors not established in Cyprus that process personal data about data subjects in
Cyprus when the processing activities relate to:

• offering goods or services to data subjects in Cyprus, regardless of whether the controller or processor
requires payment; or

• monitoring data subjects' behavior that takes place in Cyprus.

• Persons not established in Cyprus but located in a place where Cypriot law applies according to public
international law.

(Section 3, Personal Data Law.)
 

Data Protection Officers

3. (Article 37(4), GDPR) Under what additional circumstances does the law require a data
protection officer?

The Cypriot Personal Data Law authorizes the Office of the Commissioner for Personal Data Protection
(Commissioner) to publish a list specifying additional processing operations that require appointment of a data
protection officer (DPO) (Section 14(2), Personal Data Law). The Commissioner has not issued any list as of the
date of this Q&A. The Commissioner may publish a list of controllers and processors that have appointed DPOs and
their contact details on the Commissioner's website, subject to the controller's or processor's consent (Section 14(3),
Personal Data Law).

4. (Article 38(5), GDPR) Does the law bind data protection officers to secrecy obligations or subject
them to different requirements or obligations than the GDPR?

Yes. The Cypriot Personal Data Law binds the data protection officer (DPO) to professional secrecy and
confidentiality obligations while performing their DPO duties, subject to any applicable professional secrecy or
confidentiality laws (Section 15(1), Personal Data Law).
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The professional secrecy and confidentiality duties do not affect the Office of the Commissioner for Personal Data
Protection's investigative powers under GDPR Article 58(1) and Personal Data Law Section 25(a) and (b) (Section
15(2), Personal Data Law; see Question 23).
 

Special Categories of Personal Data

5. (Article 9(2), GDPR) Does the law permit processing special categories of personal data?

Yes. The Cypriot Personal Data Law permits processing special categories of personal data under GDPR Article 9
when:

• Carried out to publish or issue a court decision (Section 6, Personal Data Law).

• Necessary to deliver justice (Section 6, Personal Data Law).

• Carried out for journalistic purposes or for academic, artistic, or literary expression in certain circumstances
(Section 29, Personal Data Law; see Question 14).

• Combining two or more large-scale public authority databases, provided certain requirements are met
(Section 10(2), Personal Data Law; see Question 16).

The Personal Data Law also includes provisions introducing further restrictions, limitations, or requirements for
processing genetic and biometric data (see Question 7).

The Personal Data Law permits transferring special categories of personal data to non-EU countries or international
organizations without adequacy decisions under certain conditions when the international transfer is based on:

• Appropriate safeguards (Article 46, GDPR).

• Binding corporate rules (Article 47, GDPR).

• Derogations (Article 49, GDPR).

For more information on these transfers, see Practice note, Cypriot Implementation of the GDPR: International
Data Transfers in the Absence of an Adequacy Decision.

All other processing relating to special categories of personal data must comply with GDPR Article 9.
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6. (Article 9(2)(a), GDPR) Does the law prohibit the use of explicit data subject consent as a legal
basis for processing special categories of personal data?

No. The Cypriot Personal Data Law does not prohibit the use of explicit consent as a legal basis for processing special
categories of personal data.

7. (Article 9(4), GDPR) Does the law impose any further conditions or limitations on processing
genetic, biometric, or health-related data?

Yes. The Cypriot Personal Data Law prohibits processing genetic and biometric data for life and health insurance
purposes (Section 9(1), Personal Data Law). When a controller relies on consent to process genetic and biometric
data, it must obtain separate consent from the data subject to further process this data (Section 9(2), Personal Data
Law; see Question 10).

The Commissioner has also issued an Opinion (Opinion 2/2018) on the use of video surveillance and biometric
data in the workplace (in Greek). For more information, see Practice note, Cypriot Implementation of the GDPR:
Workplace Surveillance.

8. Does the law require specific security measures to protect special categories of personal data that
are different than or in addition to those required by the GDPR?

No. The Cypriot Personal Data Law does not require implementation of specific security measures to protect special
categories of personal data.
 

Criminal Conviction and Offense Data
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9. (Article 10, GDPR) Under what circumstances does the law permit processing criminal
conviction and offense data?

The Cypriot Personal Data Law permits processing criminal conviction and offense data both:

• For journalistic purposes and for academic, artistic, or literary expression in certain circumstances (Section
29, Personal Data Law; see Question 14).

• When combining two or more large-scale public authority databases, provided certain requirements are met
(Section 10(2), Personal Data Law; see Question 16).

The Law on the Use of Passenger Name Record Data for the Prevention, Detection, Investigation and Prosecution
of Terrorist Offenses and Serious Crime, which implements Directive 2016/681/EU (PNR Directive), authorizes the
processing of certain personal data categories to prevent criminal activities. A discussion of the PNR Directive is
outside of the scope of this Q&A.
 

Secondary Processing Purposes

10. (Article 6(4), GDPR) Does the law permit processing for secondary purposes?

Yes. The Cypriot Personal Data Law requires controllers that rely on consent to process genetic and biometric data
to obtain separate consent from the data subject to further process this data (Section 9(2), Personal Data Law; see
Question 7).

Without data subject consent or an EU or member state law permitting the secondary processing, any secondary
processing purpose must both:

• Remain compatible with the original processing purpose.

• Satisfy the conditions in GDPR Article 6(4).

To determine the secondary processing purpose's compatibility, the controller should consider the criteria specified
in GDPR Article 6(4) (see Practice note, Overview of EU General Data Protection Regulation: Further compatible
processing).
 

Child Consent
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11. (Article 8(1), GDPR) Does the law lower the age of consent for children?

Yes. The Cypriot Personal Data Law lowers the age of child consent to 14 (Section 8(1), Personal Data Law). For
children younger than 14, personal data processing is lawful only if a person with parental responsibility consents
(Section 8(2), Personal Data Law).

12. Does the law change the requirements for obtaining a child's consent or impose any restrictions
or limitations on processing children's personal data?

No. The Cypriot Personal Data Law does not change the requirements for obtaining valid consent from children or
impose any additional requirements or restrictions on processing personal data about children.
 

Data Subjects' Rights

13. (Articles 12 to 22, 34, 5, GDPR) Does the law limit or change the scope of data subjects' rights
found in GDPR Articles 12 to 22, 34, and 5 (as it relates to the rights and obligations in Articles 12
to 22)?

Yes. The Cypriot Personal Data Law permits controllers to vary or restrict the following data subject rights or related
controller obligations when necessary to safeguard GDPR Article 23 objectives, provided the controller meets certain
conditions:

• Transparency obligations (Article 12, GDPR).

• Processing restriction right (Article 18, GDPR).

• Notification obligation relating to rectification and erasure requests (Article 19, GDPR).

• Data portability right (Article 20, GDPR).
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• Data breach notification obligation (Article 34, GDPR; see Data Breach Notification Right).

(Sections 11(1), 12(1), Personal Data Law.)

Before restricting the rights and obligations in GDPR Articles 12, 18, 19, and 20, a controller must:

• Perform a data protection impact assessment (DPIA), which must include:

• the information set out in GDPR Articles 23(2) and 35(7); and

• a description of the appropriate technical and organizational measures set out in GDPR Articles 24, 25,
28, and 32, where appropriate.

• Consult with the Commissioner for Personal Data Protection (Commissioner).

(Section 11(2), (3), Personal Data Law.)

The controller must notify data subjects about any restrictions to their rights, subject to GDPR Article 14(5), which
exempts controllers from the requirement to provide certain information to data subjects when collecting their data
from a third party in certain situations (Section 11(4), Personal Data Law).

Controllers may determine how to restrict data subjects' rights or their own obligations. However, the Commissioner
may impose terms and conditions on the controller relating to:

• Any restrictions they have imposed under Personal Data Law Section 11(1).

• The information provided to the data subject under Personal Data Law Section 11(4).

(Section 11(5), Personal Data Law.)

If the restriction of rights relates to processing entrusted to a processor, the restrictions are implemented subject to
the GDPR's obligations for processors under GDPR Article 28 (Section 11(1), Personal Data Law).

In addition, the following rights and obligations may not apply under limited circumstances when processing
personal data for journalistic or academic purposes or for artistic or literary expression:

• The obligation to notify a data subject when the controller obtains their personal data from a third party
(Article 14, GDPR).

• The data subject's right of access (Article 15, GDPR).

(Section 29(2), Personal Data Law; see Question 14).
 
Data Breach Notification Right

The Personal Data Law exempts controllers, in part or in whole, from the obligation to notify data subjects for the
objectives stated in GDPR Article 23(1) (Section 12, Personal Data Law).
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For the exemption to apply, the controller must:

• Perform a DPIA, which must include:

• the information set out in GDPR Articles 23(2) and 35(7); and

• a description of the appropriate technical and organizational measures set out in GDPR Articles 24, 25,
28, and 32, where appropriate.

• Consult with the Commissioner for Personal Data Protection (Commissioner).

(Section 12(2), (3), Personal Data Law.)

The Commissioner may impose terms and conditions on the controller's reliance on this exemption (Section 12(4),
Personal Data Law).
 

Processing for Journalistic Purposes or Academic, Artistic, or Literary
Expression

14. (Article 85, GDPR) Does the law include rules that apply to processing personal data for
journalistic purposes or academic, artistic, or literary expression?

Yes. The Cypriot Personal Data Law permits processing personal data, special categories of personal data, and
criminal conviction and offense data for journalistic purposes or academic, artistic, or literary expression, provided
these purposes:

• Are proportionate to the aim pursued.

• Respect the political, social, and economic rights protected by the EU Charter of Fundamental Rights, the
European Convention of Human Rights, and the Constitution of Cyprus.

(Section 29(1), Personal Data Law.)

The controller's obligation to notify a data subject when the controller obtains their personal data from a third party
(Article 14, GDPR) and the data subject's right of access (Article 15, GDPR) both apply when processing for these
purposes, only to the extent they do not impair the right to freedom of expression and information and journalistic
secrecy (Section 29(2), Personal Data Law; see Question 13).
 

Disclosure of Personal Data in Official Documents
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15. (Article 86, GDPR) Does the law include rules on the disclosure of personal data in official
documents?

Yes. The Cypriot Personal Data Law allows public authorities and bodies processing personal data in official
documents to perform a task in the public interest to only disclose the personal data consistent with the Right of
Access to Public Sector Documents Law (in Greek) (Section 30, Personal Data Law).
 

Processing Identification Numbers

16. (Article 87, GDPR) Does the law include rules on processing identification numbers?

Yes. The Cypriot Personal Data Law permits the combination of two or more public authority databases for public
interest reasons, if the processing is necessary for one of the following:

• Complying with a legal obligation (Article 6(1)(c), GDPR).

• Performing a task carried out in the public interest (Article 6(1)(e), GDPR).

• Reasons of substantial public interest (Article 9(2)(g), GDPR).

• Purposes of preventative or occupational medicine, assessing an employee's working capacity, medical
diagnosis, the provision of health or social care or treatment, the management of health or social care
systems and services, based on EU or member state law or under a contract with a healthcare professional,
subject to certain conditions and safeguards (Article 9(2)(h), GDPR).

• Reasons of public interest in the area of public health (Article 9(2)(i), GDPR).

(Section 10(1), Personal Data Law.)

Where the combination of two or more public authority databases relates to special categories of personal data or
criminal conviction and offense data, or uses identity card numbers or any other general identifier, the Personal
Data Law requires controllers to both:

• Perform a data protection impact assessment (DPIA).

• Consult with the Office of the Commissioner for Personal Data Protection (Commissioner) prior to
processing.
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(Section 10(2), Personal Data Law.)

The public authorities or bodies intending to combine their databases must perform the DPIA jointly, which must
include both:

• The information set out in GDPR Articles 23(2) and 35(7).

• A description of the appropriate technical and organizational measures set out in GDPR Articles 24, 25, 28,
and 32, where appropriate.

(Section 10(3), Personal Data Law.)

The Commissioner may impose terms and conditions on the combination of databases (Section 10(4), Personal Data
Law).
 

Processing for Archiving in the Public Interest, Scientific or Historical
Research, or Statistical Purposes

17. (Article 89, GDPR) Does the law include rules on processing personal data for archiving in the
public interest, scientific or historical research, or statistical purposes?

Yes. The Cypriot Personal Data Law prohibits controllers and processors that process personal data for archiving
in the public interest, scientific or historical research, or statistical purposes from making a decision based on that
processing that produces legal or other similarly significant effects for the data subject (Section 31, Personal Data
Law).
 

Processing Related to Secrecy Obligations

18. (Article 90, GDPR) Does the law include rules on processing relating to obligations of secrecy?

Yes. The Cypriot Personal Data Law allows the Office of the Commissioner for Personal Data Protection
(Commissioner) to access all personal data and information, including confidential information, required for the
Commissioner to perform its tasks and exercise its powers. The Commissioner's right of access does not extend to
information protected by legal professional privilege. (Section 25, Personal Data Law.)

http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
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A data protection officer's (DPO) professional secrecy or confidentiality obligation will not prevent them from
disclosing information to the Commissioner when the Commissioner exercises its investigative powers under GDPR
Article 58(1) and Personal Data Law Section 25(a) and (b) (Section 15(2), Personal Data Law).

For more information on the Commissioner's tasks and powers, see Question 23 to Question 24.
 

Processing by Churches or Religious Organizations

19. (Article 91, GDPR) Does the law include rules on processing by churches or religious
organizations?

No. The Cypriot Personal Data Law does not include rules applicable to processing by churches or religious
organizations.
 

Processing Personal Data in the Employment Context

20. (Article 88, GDPR) Does the law include specific rules for processing personal data in the
employment context? Are there any other laws that apply to employee data processing (for example,
labor laws)?

The Cypriot Personal Data Law does not contain for more specific rules relating to personal data processing in the
employment context.

However, the Office of the Commissioner for Personal Data Protection (Commissioner) has issued a Directive for
the Processing of Personal Data in the Context of Employment Relations (2005) (in Greek) regarding the processing
of personal data in the context of employment relations which is binding. The Commissioner has also issued:

• Guidelines (No. 4/2017) for public sector controllers regarding the right of access by employees or
candidates (in Greek).

• Opinion 1/2018 for trade unions regarding notification by employers of employees' salary and trade union
contribution amounts (in Greek).

• Opinion 2/2018 regarding the use of video surveillance and biometric data in the workplace (in Greek; see
Practice note, Cypriot Implementation of the GDPR: Workplace Surveillance).
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http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/CBD480CDE52BEF21C225820A004BBEB3/$file/%CE%9F%CE%B4%CE%B7%CE%B3%CE%AF%CE%B5%CF%82%204-2017%20%CE%B3%CE%B9%CE%B1%20%CE%B4%CE%B9%CE%BA%CE%B1%CE%AF%CF%89%CE%BC%CE%B1%20%CF%80%CF%81%CF%8C%CF%83%CE%B2%CE%B1%CF%83%CE%B7%CF%82%20%CF%85%CF%80%CE%B1%CE%BB%CE%BB%CE%B7%CE%BB%CF%8E%CE%BD%20%CF%83%CF%84%CE%B7%20%CE%B4%CE%B7%CE%BC%CF%8C%CF%83%CE%B9%CE%B1%20%CF%85%CF%80%CE%B7%CF%81%CE%B5%CF%83%CE%AF%CE%B1.pdf?openelement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/CBD480CDE52BEF21C225820A004BBEB3/$file/%CE%93%CE%BD%CF%8E%CE%BC%CE%B7%201-2018%20%CF%80%CF%81%CE%BF%CF%82%20%CF%83%CF%85%CE%BD%CF%84%CE%B5%CF%87%CE%BD%CE%AF%CE%B5%CF%82.pdf?openelement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/CBD480CDE52BEF21C225820A004BBEB3/$file/%CE%93%CE%BD%CF%8E%CE%BC%CE%B7%201-2018%20%CF%80%CF%81%CE%BF%CF%82%20%CF%83%CF%85%CE%BD%CF%84%CE%B5%CF%87%CE%BD%CE%AF%CE%B5%CF%82.pdf?openelement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/CBD480CDE52BEF21C225820A004BBEB3/$file/%CE%93%CE%BD%CF%8E%CE%BC%CE%B7%202-2018%20%CE%B3%CE%B9%CE%B1%20%CE%9A%CE%9A%CE%92%CE%A0%20%CE%BA%CE%B1%CE%B9%20%CE%B2%CE%B9%CE%BF%CE%BC%CE%B5%CF%84%CF%81%CE%B9%CE%BA%CE%AC%20%CF%83%CF%84%CE%BF%20%CF%87%CF%8E%CF%81%CE%BF%20%CE%B5%CF%81%CE%B3%CE%B1%CF%83%CE%AF%CE%B1%CF%82.pdf?openelement
http://uk.practicallaw.thomsonreuters.com/w-020-8269?originationContext=document&vr=3.0&rs=PLUK1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_anchor_a958680
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• Opinion 1/2019 regarding access to employees' and former employees' email account (in Greek).

• An announcement (in Greek) regarding the use of polygraph testing during recruitment and in the
workplace.

Employee Consent

Employers should use caution when relying on consent in the employment context. EU supervisory authorities,
including the Commissioner, do not generally consider consent given in the employment context as freely given and
often consider it invalid. Consent must comply with GDPR Articles 7 (Conditions for consent) and 6(1)(a), which
require data subjects to give consent for specified purposes.
 

Complaints on Behalf of Data Subjects

21. (Article 80(2), GDPR) Does the law permit a body, organization, or association to lodge a
complaint with the supervisory authority, independent of a data subject's mandate?

No. The Cypriot Personal Data Law does not permit a body, organization, or association to lodge a complaint with
the supervisory authority independent of a data subject's mandate.
 

Processing Necessary to Comply with Legal Obligations or Public
Interest Purposes

22. (Articles 6(2) and 6(3), GDPR) Does the law introduce more specific rules when processing is
necessary to comply with a legal obligation under GDPR Article 6(1)(c) or necessary to perform a task
carried out in the public interest or in the exercise of official authority vested in the data controller
under GDPR Article 6(1)(e)?

No. The Cypriot Personal Data Law does not include specific provisions for processing under these circumstances.
 

Supervisory Authorities and Fines

http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/all/CBD480CDE52BEF21C225820A004BBEB3/$file/2019-access%20to%20email%20accounts%20by%20the%20employer.pdf?openelement
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/7444B7B0B5170579C22582F7003079E6?OpenDocument
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
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23. (Articles 54 and 58, GDPR) What sections of the law provide for the establishment, structure,
and organization of a supervisory authority? Does the law empower the supervisory authority beyond
what the GDPR provides?

Chapter 8 of the Cypriot Personal Data Law establishes the role of the Office of the Commissioner for Personal
Data Protection (Commissioner) (Sections 19 to 22, Personal Data Law). Personal Data Law Section 25 sets out the
Commissioner's additional powers (for more, see Practice note, Cypriot Implementation of the GDPR: Supervisory
Authority).

24. (Article 83(7), GDPR) Does the law provide any rules on whether and to what extent the
supervisory authority may impose administrative fines on public authorities and bodies?

Yes. The Cypriot Personal Data Law allows the Office of the Commissioner for Personal Data Protection to impose
fines up to EUR200,000 for violations relating to non-profitable activities (Section 32(3), Personal Data Law).

25. (Article 84, GDPR) Does the law specify penalties for violations that are not already subject to
administrative fines under Article 83?

Yes. The Cypriot Personal Data Law establishes several criminal offenses punishable by a fine of up to:

• EUR30,000 or up to three years' imprisonment or both for the following violations:

• a controller or processor fails to maintain or update records of processing activities under GDPR Article
30, refuses to disclose those records to the Office of the Commissioner for Personal Data Protection
(Commissioner), or provides false, inaccurate, misleading, or insufficient information regarding those
records to the Commissioner (Section 33(1)(a), Personal Data Law);

• a controller or processor fails to cooperate with the Commissioner under GDPR Article 31 (Section
33(1)(b), Personal Data Law);

http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
http://uk.practicallaw.thomsonreuters.com/w-020-8269?originationContext=document&vr=3.0&rs=PLUK1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_anchor_a155628
http://uk.practicallaw.thomsonreuters.com/w-020-8269?originationContext=document&vr=3.0&rs=PLUK1.0&transitionType=DocumentItem&contextData=(sc.Default)#co_anchor_a155628
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
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• a controller fails to notify a breach to the Commissioner under GDPR Article 33(1) (Section 33(1)(c),
Personal Data Law);

• a processor fails to notify a controller of a data breach without undue delay under GDPR Article 33(2)
(Section 33(1)(d), Personal Data Law);

• a controller fails to notify a data subject of a data breach under GDPR Article 34 (Section 33(1)(e),
Personal Data Law);

• a controller fails to perform a DPIA, in breach of GDPR Article 35(1) or Personal Data Law Section 13
(Section 33(1)(f), Personal Data Law);

• a controller or processor prevents a DPO from performing their duties, particularly duties relating to
cooperation with the Commissioner (Section 33(1)(g), Personal Data Law);

• a certification body accredits or fails to revoke an accreditation under GDPR Article 42 (Section 33(1)
(h), Personal Data Law);

• a controller or processor transfers personal data to a non-EU country or international organization in
breach of GDPR Chapter V (Section 33(1)(i), Personal Data Law);

• a controller or processor transfers personal data to a non-EU country or international organization
in breach of restrictions imposed by the Commissioner under the Personal Data Law (Section 33(j),
Personal Data Law);

• a person unlawfully interferes with a filing system of personal data or receives knowledge of that
personal data or removes, alters, harms, destroys, processes, exploits, broadcasts, announces, grants
access to, or allows unauthorized persons to obtain personal data for any purpose (Section 33(1)(k),
Personal Data Law); and

• a controller or processor prevents or obstructs the Commissioner's performance of its powers under
GDPR Article 58 and Personal Data Law Section 17 (Section 33(1)(l), Personal Data Law).

(Section 33(2), Personal Data Law.)

• EUR10,000 or up to one years' imprisonment or both for the following violations

• non-compliance with the Personal Data Law or the GDPR in relation to personal data processing that is
not covered by one of the other offenses listed (Section 33(1)(m), Personal Data Law); and

• a public authority or public body combines a large-scale filing system in breach of the Personal Data
Law's requirements (Section 33(1)(n), Personal Data Law).

(Section 33(3), Personal Data Law.)

• EUR50,000 or up to five years' imprisonment or both for a breach of Section 33(1)(g) to (j) set out above,
where the offense hinders the interests of State interests or government operations or threatens security
(Section 33(4), Personal Data Law).

When the controller or processor is:
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• An undertaking or group of undertakings, criminal liability rests with the chief executive body of the
undertaking or group of undertakings concerned.

• A public authority or body, criminal liability rests with the head of the public authority or body or the person
that carries out effective management of the public authority or body.

(Section 33(5), Personal Data Law.)
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